Advanced Authentication

Quick Reference Guide — Existing WebPB Users

(Screens are representative of layout and may not be exact duplicates.)
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Step 2: The next screen will only
appear the first time you log on to the
new system. You will be asked to enter
your existing WebPB PIN and click the
‘Login’ button.

Step 1: Upon first login with the new
Advanced Authentication product, you will be
asked to enter your current WebPB User ID
(Account Number) only, on the login screen.
Once you enter your current User ID, simply
click ‘Validate’ to proceed.

Set Up PassMark - Select an Image Help

Select one of the images frorm the image library to be your Passiark image.
¥ou may select an image fram below now, and change your image later through
the Change Passhdark option
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Please provide your password information, then click [Login]. You will then be prompted to
setup your Passhark security features so that in subsequent loging Passhark will be enabled.

Once enabled, Passhark verifies your identity as a trusted user of this site by identifying your
computer as an approved device at each login. Just as impartantly, Passhark provides you
with the certainty that you are accessing our authentic site by providing a personalized
Passhark image and caption on the Login page setup by you during the enrollment process.

Login ID: jshaw
Mot ¥our Login ID?

Password: ||

Why is the Password here?

Login =>

Step 3: This screen will ask you to select or
upload an image that will become your unique
PassMark. You can view the images by
selecting a category from the ‘Choose an
Image’ drop-down box. Simply select the
desired image by clicking on the link below,
‘Select Image’. The image will appear in the
box labeled ‘Your PassMark’. Here, you should
click ‘Accept Image’ to proceed.

Only one PassMark profile is set up for each
account number. Accounts with joint members
will need to collaborate when setting the profile
so that each authorized user knows the unique
image, caption, and answers to the challenge
questions.




Set Up PassMark Help

Your Passhark congists of an image and a caption. Once you have selected your
Passhdark on subsequent logins to the system your PassMark will be displayed on the
password page. This personal PasshMark enables you to validate the authenticity of our
site.

Login ID: Jshaw

Your PassMark
Image: !

Change Image What i Passhark?

Choose an Image Caption that is personal and meaningful to you. The caption may be
from 6 to 30 characters in length. t may not be the same as your password

Your_lma?e || e
Caption:

Select four challenge guestions and answers that may be used to confirm your identity.
ou may select each challenge question only once. All of the following fields are

reguired and each answer must be unigue and can be anywhere from B to 30 characters

lang.
Challenge 7 ;

? -
Question 1: * IWhat is your father's middle name? _i
Your Answer: * |Wi\|iam
Challenge

Question 2: * |What is the name of the first company you worked for? ;I

Your Answer: ” |ACME, inc.

Challenge

GQuestion 3: * IWhat wag the name of your High Schoal? LI

Your Answer: * |5t Petersburg

Challenge ‘

? -
Ouestion 4 * IWhat is your maternal grandmother's first name? _I
Your Answer: * |Catherine

Select One of ¥ This iz a Personal Computer. Register i,
the Following: * ¢ 1pis iz 4 pubiic Computer. Don't Register it.

Previev |

* Each time you log into WebPB from a different
computer, you will be asked if you wish to register
it. Registration of a Computer means that the
characteristics of the machine are being logged to
the database for the user ID. There is no limit to
the number of computers that can be registered.

Please review your personalized PassMark to ensure your security. After you have verified your
PassMark, you can provide your password information with confidence.

If the Passhark that displays is not yours, click the Incarrect PassMark link below.

Login I1D: jshaw
Mot ¥our Login D7

Password:

Why iz the Password here?

Incorrect Passhark? Login ==

Copyright @ 1997-2006 Certegy eFayments. All rights reserved

Step 4: The next screen asks you to name
your image as well as select and answer 4
challenge questions. Each field must be
unique and consist of anywhere from 4 to 30
characters. Once complete, simply click
‘Preview’. You will then be asked to review
and confirm the information. You can click ‘Go
Back’ to make changes or ‘Finished, - Login’ to
enter WebPB Internet Banking.

The Advanced Authentication set up is
complete!

Set Up PassMark Help

Review your PassMark image and caption, along with your challenge guestions, email
address, telephone number and registration information

If you would like to change your Passhark image, select the Change Image hyperlink
To update the other information, use the Go Back and Make Changes button.

If you are satisfied with the information on the preview page as you have supplied it,
click [Finish] to submit your enrollment and complete the registration process.

Login ID: Jshaw

Your PassMark Image:

Change Image

Your Image Caption: | found Merma
Challenge Question 1: What is your father's middle name?
Your Answer: Williar

Challenge Question 2: What is the name of the first company you worked

for?

Your Answer: ACME, inc.
Challenge Question 3: What was the narme of your High School?
Your Answer: 5t Petersbury
Challenge Question 4: What is your maternal grandmaother's first name?
Your Answer: Catherine
Register Computer?: Yes -- Personal Computer

<< Go Back and Make Changes Finished - Lagin

Step 5: Each time you log in after the
initial setup, you will be asked to enter your
User ID as shown in Step 1. You will then
get a screen where you will enter your
password while being able to validate your
unique PassMark. You may also be asked
challenge questions based on the computer
that you are using to access WebPB Internet
Banking.

Only one PassMark profile is set up for each
account number. Accounts with joint members
will need to collaborate when setting the
profile so that each authorized user knows the
unique image, caption, and answers to the
challenge questions.



